2013 Chapter Hosted Professional Development Courses

Dear Chapter Leaders,
In order to promote the courses in a timely fashion, I am asking for you to make your decisions
within the next several weeks for the first and second quarter of 2013. More courses will be
identified throughout the year and if you have any suggestions, let’s talk about the options. I
look forward to hearing from you on planning the course schedule for 2013.The instructors are
eager to mark their calendars!
Sincerely,

Eileen G. Redd
Director of Events
International Test and Evaluation Association
4400 Fair Lakes Court, Suite 104, Fairfax, VA 22033
703-631-6220, x206, www.itea.org

Connect with ITEA to Learn, Share, and Advance!
Benefits of Your Chapter Hosting a Short Course







A continuing educational opportunity for your local T&E professionals
A source of funding for your scholarship fund (25% of the net profit from the course goes to your
Chapter’s Education Fund)
An opportunity to grow your Chapter by inviting non-members
An opportunity to help keep your local members engaged in the Chapter
The elimination of travel costs and lost travel days for your local members to attend courses
at other locations
Fulfills a requirement element of the Chapter of Excellence Award

ITEA Executive Office Responsibilities





Assumes all financial responsibilities
Handles all administration duties
o Planning and logistics
o Attendee registration
o Contract and scheduling the instructor(s)
o Procurement, production, and delivery of course materials
Promote the course to both your local members as well as the full ITEA database

Chapter Responsibilities






Commit to hosting a course
o Select a course of interest to your local members
o Propose/select date(s) for hosting the course
o Propose/select the facility location for conducting course
Encourage your local Members to attend
Promote to local T&E organizations
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Android Forensics and Security Testing (Two Days)
This course will cover the most common issues facing mobile devices, and general tips for
securing mobile applications. Upon completion of general mobile security overview, the course
will delve into a proven practice in Mobile Device Forensics and Mobile Application Penetration
Testing for Android devices. Over the two-day course, students will get hands-on time with
open-source and commercial forensics tools, setup and explore reverse engineering development
environments, and experience the process with which professional mobile security engineers
have successfully applied to several projects. Areas covered include, identifying application
vulnerabilities, code analysis, memory & file system analysis, and insecure storage of sensitive
data. Course Objectives include: 1. Extract and analyze data from an Android device; 2.
Manipulate Android file systems and directory structures; 3. Understand techniques to bypass
passcodes; 4. Utilize logical and physical data extraction techniques; 5. Reverse engineer
Android applications; and 6. Analyze acquired data.
Prerequisites: Windows command line and Linux/UNIX terminal. Good to have development
experience with Android and Eclipse.

Cybersecurity and Information Assurance (Two Days)
This two-day course has been designed for the system engineer, program manager, and IA
manager. This course is positioned as a mid-level introduction to cybersecurity and information
assurance, and it covers a variety of topics in these areas. High-risk and labor-intensive
processes such as security test & evaluation, and certification and accreditation procedures are
covered in detail. IA risk management is covered across the spectrum of system, C&A, program
protection and platform risks, illustrating a useful method of aggregation for comprehensive
understanding of IA risk. The course concludes with a detailed exposition of secure network
design and construction principles and techniques that can be applied immediately to existing
and new networks and systems.
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Combinatorial Testing (CT) with Design of Experiments (DOE) (Five Days)
In answering the call to the Department of Defense Scientific Test and Analysis Techniques in
T&E Implementation Plan (January 2012), this 5-day course will provide the practitioner with
the ability to apply the best tools and methods from combinatorial testing and DOE.
It will cover the key terminology of DOE and various options to testing, showing why DOE is
the most effective and efficient testing approach. This course will cover the activities that must
precede a DOE, including the first line of defense against variation and Measurement System
Analysis (MSA). This course will cover many examples in the world of test and evaluation and
give the student practice at test design and analyzing test results. It will provide the practitioner
with the ability and rationale to make good decisions when conducting both developmental and
operational tests under a wide variety of circumstances. DOE will be shown to be the science of
data collection as it applies to testing and that it must be in the toolkit of anyone who has
something to do with a test and evaluation process—from planning to execution and evaluation.
Testing strategies, such as screening, modeling, and confirmation, will be discussed, along with
how they fit into an integrated developmental and operational testing strategy. The 12-step
approach to experimental design will be presented to provide a framework for adequately
considering all aspects of the test. Basic graphical and statistical analysis of experimental data
will be covered. The concept of, as well as the need to, look for variance shifting factors will be
presented, along with screening designs. Response surface designs, such as Box-Behnken and
Central Composite Designs, will be shown to be more efficient than factorial designs for
modeling non-linear responses. Simple Rules of Thumb will be provided for sample size and
design selection, along with determining significance and power. Interpreting regression output
and the coding of factors and their levels, along with residual analysis, will facilitate the analysis
of data not collected under a DOE strategy and provide a means of analyzing data coming from
multiple test scenarios. High Throughput Testing (HTT) will provide a combinatorial testing
approach that is extremely useful in operational testing when there are many factors, both
qualitative and quantitative, each with many levels. HTT will be shown to provide superb test
coverage at much lower cost than traditional designs. Latin Hypercube Sampling and Descriptive
Sampling will be shown to be very useful space-filling designs in high dimensions when only a
limited number of tests can be conducted. Nearly Orthogonal Latin Hypercube Designs will be
discussed and will provide the practitioner with power in screening many variables, such as is the
case when dealing with high fidelity simulation models from which low fidelity models (transfer
functions) can be developed for prediction, optimization, and risk assessment purposes.
Each student will receive software valued at more than $800 and textbooks/notebooks valued at
more than $200 (all included in the course fee). It is highly encouraged that the student use the
software during class, because it will provide the user with the ability to continue to use and
apply the various methods of DOE after completion of the class.
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Fundamentals of T&E Processes (Three Days)
This three-day intensive course will describe the key principles of T&E as a critical part of
systems engineering. The current world of T&E has evolved over the last 4 decades from a
slogan mantra ("try before buy") to a set of widely accepted principles and integrated practices.
Industry and government experience has produced processes that now enable T&E to be a
dependable indicator of progress towards achieving system performance objectives during a
development program. The course will describe the procedures and tools that have emerged
from U.S. military weapons acquisition programs and have been embraced by other government
agencies. The instructors not only will focus on the application of this experience in the U.S.
government programs, but also will describe how they are similarly applied in commercial
programs and consumer product developments. Past course participants have included
professionals from industry and from government, including the Departments of Defense,
Energy, Homeland Security and Transportation. This course addresses the role of T&E in
systems development, the determination of effective test requirements, integrating
developmental and operational T&E, preparing a T&E master plan, coverage of T&E
requirements in government contracts, and the role of modeling and simulation (M&S) in T&E.

What T&E’rs Need to Know about Program Management and Systems
Engineering and Why (Two Days)
Test and evaluation have too often and too long been perceived by many practitioners of these
disciplines as stand-alone processes. Nothing could be further from the truth, as they are the
foundations of developing the knowledge required to conduct effective and efficient program
management and systems engineering. Therefore, testers and evaluators must understand, speak
the language of, and properly integrate with the needs and processes of their major customers,
the program managers and systems engineers.
This two-day course presents a basic overview of key program management processes such as
leadership, planning, monitoring, control, work breakdown structure, scheduling, budgeting,
contracting, and earned value management; and key systems engineering processes such as
requirements analysis, functional analysis, partitioning, design, risk management, trade studies,
and concurrent and specialty engineering.
This course also includes discussion of some developing engineering challenge areas such as
software engineering and test, human systems engineering, autonomous systems development,
and cyber engineering and test. All of the above subject areas are presented with a perspective
that will help ensure that testers and evaluators become better informed and more effective
members of any development team.
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