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EAU Why the Big Deal?

DOT&E 2016 Annual Report: fiMost operational
tests have found significant vulnerabilities and

| i mitations i n theus@inst e
missions or rapidly restore
capabilities when
compromi sed. 0

Director, Operational Test and Evaluation

FY 2016 Annual Report

Director, Operational Test and Evaluation

FY 2017 Annual Report

DOT&E 2017 Report reported
on a Joint Missile Program:
A T hcentractor identified a

December 2016

report satisfies the provisions of Title 10, United States C

This

The report summarizes the operational test and evaluation acti

Tive fire testing activities) of the Department of Defense durin
-al year.

.
VI Michael Gi
Director

m satisfie

s the

January 2018

provisions of Title 10, United States Code, Section 139
the 1 " fiv nclud

an activities
osting activities) of the Department of Defense during the preceding

Robert F. Behler
Durector

Category | vulnerability
during test preparation: a
trained and knowledgeable
cyber analyst could gain
access to the missile
guidance software.o (p. 107)




U Why the Big Deal?

DSB Report: i fie DoD should expect cyber
attacks to be part of all conflicts in the future,

DEPARTMENT OF DEFENSE
DEFENSE SCIENCE BOARD

TASK FORCE REPORT:

Resilient Military Systems and the
Advanced Cyber Threat

THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON, DC 20301-3010

AcausmoN,
TeCHNoLoOY
ANDLogIETICS

January 11, 2017

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DEPUTY CHIEF MANAGEMENT OFFICER
CHIEF OF THE NATIONAL GUARD BUREAU
‘GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, COST ASSESSMENT AND PROGRAM

EVALUATION

INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
DIRECTOR. OPERATIONAL TEST AND EVALUATION
CHIEF INFORMATION OFFICER. OF THE DEPARTMENT OF

DEFENSE
ASSISTANT SECRETARY OF DEFENSE FOR LEGISLATIVE
AFFAIRS

ASSISTANT TO THE SECRETARY OF DEFENSE FOR PUBLIC
AFFAIRS

DIRECTOR. NET ASSESSMENT

DIRECTORS OF THE DEFENSE AGENCIES

OFFICE OF THE UNDER SECRETARY OF DEFENSE FOR ACQUISITION, T DIRECTORS OF THE DoD FIELD ACTIVITIES

WASHINGTON, D.C. 20301-3140

SUBJECT:  Disective-type Memorandum (DTM) 17-001 — Cybersecurity in the Defense

Acquisition System

References: See Attachment 1

Purpose. In accordance with the autherity in DoD Directive (DeDD) 5134.01, this DTM:

«  Assigns, reinforces, and prescribes for
related to cybersecuity in the Defense Acquisition Syst

e This DTM is effective January 11, 2017; it must be incorporated into DoD
Instructioa (DeDI) 5000.02. This DTM will expire Jaavary 11, 2018

Applicsbility This DTM applies to OSD. the Military Departments, the Office of the
Chairman of the Joint Chiefs of Staff and the Joint Staff. the Combatant Commands, the Office
of the Inspector General of the Department of Defense. the Defense Agencies. the DoD Field
Activities, and all other organizational entities within the DoD (referred to collectively in this
DTM as the “DoD Components™)

Policy. It is DoD policy that:

and should not expect competitors to play by

our version of the ruleso (p.5)

Decision Type Memorandum
17-001, dated 1-11-17:

ANResponsibility
cybersecurity extends to

all members of the

acquisition workforce.o

A BIG DEAL for Testers!
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References:  See Enclosure 1

1 PLEPOSE Ths istuction

o Ressues and rensmes Dol Dinective (DoDI) $400 01F (Reference (o) a5 2 DoD
lostroction (DoDI) pursusnt 10 the suthoey i DeDID 4144 02 (Refersnce (b)) to establish o
Dol berseciy progrm to protect and defend Dol information. and formation techokogy
am

b Incorporates and cancels DDl 830002 Reference (cf, DoDD C-5200.18 (Reference (d),
DaDl £43201 (Reference (ef). Assistnt Secretary of Defense for Netwodks and [aformation
Integration (ASINNIT) Dol Clm’ Information nﬁcu (Dl l..’lﬂl\]zmurandlml (Refierences
if) tarough. (k3), and Dere ™)

. Establishes the positons of Dol principd muthorizing official (PACY) ormerly known as
pekacipal accrediing auhority) sad he DoD Sevior Infonustion Securty Officer (S180)
Formerly known athe Senior Iformation. Assance Officer} md contimes the DoD
Ilﬂcrmu\lun Security Risk Mmagement Committee (Dol) 1SRMC) (formerly known us the
efense lnfoemation Systems Netwoek (DISN)Global lnfcenation Grid (GIG) Flag Panel)

4 Adopis the tans “cybersecumity” as  is defined b Natinoa] Serueky Presidenal Dirsctive.

$4Homehnd Secumity Presidentil Directive-23 (Reference fmi) to be used fhroughout Dol
instend of the term “information asswanos {14).”

g
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3. APPLICABILITY
a This instruction. apphes 1o
5D, the Mikary Deparments, the Office of the Chaimmen of the Joint Chiefs of Staff
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DD the Defeme Apencies, the Dol Field Actiities. and al other organizational entities
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DODI 8500.01: Cybersecurity

The DoD CIO updated
several 8500-series
publications to transition
from wfermation

aes oL 10
Cybersecurity.

e e e
These policies employ

a more holistic, adaptive,
resilient and dynamic
approach to implement
cybersecurity across

the full spectrum of IT
and cyber operations.

Both revised March 2014

Prior Versions
DoDD 8500.01E, DoDI 8500.2

DoDI 8510.01

Informatj nce (1A) ‘

Mission Assurance Cat. )
Confidentiality Level {CL

DoD Specific Y Definitions

DOD>»<Controls

C& SS

Joint

Task Force
Transformatio
Initiative

q

)

Updated Versions
DoDI 8500.01, DoDI 8510.01

Cybersecurity

Security Objective: Confidentiality,

Integrity, Availability
Impact Value: Low/Mod/High

CNSSI 4009 Glossary of Terms

CNSSI 1253 - Categorizes
Systems to Select NIST SP
800-53 Security Controls

Risk Management Framework

RMF

Use current / correct terms




DODI 8510.01: RMF

Step 6
MONITOR

Security Controls

* Determine impact of changes to the
system and environment

* Assess selected controls annually

* Conduct needed remediation

» Update Security Plan, SAR and POA&M

* Report security status t

* AQ reviews reported status

* Implement system decommissioning
strategy

Step 5
AUTHORIZE

System

* Prepare the POA&M

* Submit Security Authorization Package
ecurity Plan, SAR and PAO&M) to AO

@ conducts final risk determination

@ makes authorization decision

Step 1
CATEGORIZE

System

Categorize the system in
accordance with the CNSSI 1253
Initiate the Security Plan

Register system with DoD
Component Cybersecurity Program
 Assign qualified personnel to RMF
roles

\\\\

TYRMF

N
v

Step 4
ASSESS

Security Controls

* Develop and approve Security
Assessment Plan

+ Assess security controls

* SCA prepares Security Assessment
Report (SAR)

* Conduct initial remediation actions

Step 2
SELECT

Security Controls

+ Common Control |dentification

+ Select security controls

» Develop system-level continuous
monitoring strategy

Plan and continuous monitoring
strategy
* Apply overlays and tailor

* Review and approve Securi:fz @

OSD

Step 3
IMPLEMENT

Security Controls

* Implement control solutions

Website

Provides

Current
deadlines

consistent with DoD Component
Cybersecurity architectures

» Document security control
implementation in Security Plan




\ Completed DIACAP Package

poa\) OSD Websiteé the |

Submitted to AO for Signature ATO Date Maximum Duration of ATO under

2016

Authorizing Officials (AOs
are responsible for their

June 1, 2015 through February 1, 2 years from AO signature date

. g

portfolio(s) timeline

DIACAP

(Nov 30, 2017]

(Feb 1, 2018)

(Apr 1, 2018)

Your RMF transition plan?
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oy DODI 5000.02: The PM

A DODI 5000.02, dated Feb 2, 2017 i contains new Enclosure 14:
Cybersecurity in the Defense Acquisition System

I 2. Cybersecurity Risks. Pridgram Managers (PM) pay attention to:
a. Government Program Organization.

b. ContractorOr gani zati ons. N P practiceg,y ber
untrained personnel, undetected malicious insiders, € | ncor
classificationofi nf or mati oné di ssemandéi
network security can be used by threatact or s é o

c. Software and Hardware.
d. System Interfaces.

e. Enabling and Support Equipment, Systems, and Facilities.
Test equipment, e training

can beused by threatact or s ¢ Review the Architectures!




Architectures
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Akt AL DT and OT, the test agenciess hou |l d é

verify the test and security architecture is
representative of the operational

and system viewsé | dent i f
Director, Operational Test and Evaluation dlscrepanCIGS between the teSt
FY 2016 Annual Report architecture and documented

[ architecture]Tl 2bb)e

DOT&E FY16 Annual Report:
AProgram offices a
test agencies need to place greater
Cr e S e emphasis on the following areas:

e i Development and documentation
of complete system architectures



oy DODI 5000.02: The PM

A DODI 5000.02, dated Feb 2, 2017 i contains a new Enclosure 14:
Cybersecurity in the Defense Acquisition System

T 3.b. Design for Cyber Threat Environments. Al n order t
develop, and acquire systems that can operate in applicable cyber
threat environments, PMswi | | é

I 1.b. Program Manager (PM) Responsibilities. PNise

are responsible for the cybersecurity of their programs, systems,
and information. This responsibility starts from the earliest
exploratory phases of a program ...through all phases of the
acquisition. Acquisition activities include system
concept trades, design, development,
Test & Evaluation (T&E), production,
fielding, sustainment and disposal.
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QAU DODI 5000.02: T&E Personnel

A DODI 5000.02, dated Feb 2, 2017 i contains Enclosure 14:
Cybersecurity in the Defense Acquisition System

i (2)(b) Identify digitized T&E data that will contribute to
assessing progress toward achi evi
strategy should include explicit cybersecurity requirements,
but also all key interfaces. Determine avenues and means by
which the system may be exploited for cyber-attack
and use this information to design T&E activities
andscenari os. o

i 3.b(2)(c) Collaborate with Authorizing Officials (AOs) é
from program inception and throughout the lifec y c |

i Cyber Table Top (CTT) help available SRV NN DY/




EAU DODI 5000.02: T&E Personnel

A DODI 5000.02, dated Feb 2, 2017 i contains Enclosure 14:
Cybersecurity in the Defense Acquisition System

I 3.b(13) Plan for cybersecurity T&E in order to identify and
eliminate as many cybersecurity shortfalls as early as possible...
Beginning early, before Milestone A, work closely with the Chief
Developmental Tester as well as the TREWIPTt o pl anéand
conduct cybersecurity T&E. Cybersecurity T&E spans the entire
material life cycleoft he pr o g r aaatigities &buld be
planned for and documented in the Test & Evaluation Master Plan

A DODI 8510.01: @i T hleterim Authorization to Test (IATT)é
granted only when operational environment or live data i s required
[ for DT&E] test '
expire at the compl
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Key Service AOs (Navy & USMC)

Navy uses Functional
(FAQ) Concept

| . * rtiony W
1 Special Comp Info ¢
I VADM Jan Tighe

@ g 1
I1SSP (Strat Sys) FhO
VADM T. Benedict1

4
ITDatuxent River MDH
1 e - NAVSEA FAO

{:- i
Navy AO (GIG):: NAVAIR FAO |l
Mr. Neal Miller 1;VADM P. Grosklagsii

There is 1 USMC Il

AQO & 6+ Navy ----------- As of July 2017 ea



