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Overview

ÅWhy the Big Deal?

ÅDODI 8500.01 & 8510.01, Mar 2014

ÅDODI 5000.02 dated Feb 2, 2017: 

ïProgram Managers

ïT&E Community

ïService AOs

ÅResiliency & NDAA 1647

ÅSummary

Key T&E Take-Aways here



DOT&E 2016 Annual Report:  ñMost operational 

tests have found significant vulnerabilities and 

limitations in the systemôs ability to sustain

missions or rapidly restore

capabilities when

compromised.ò  (p 441)  

Why the Big Deal?

DOT&E 2017 Report reported 

on a Joint Missile Program:

ñThe contractor identified a 

Category I vulnerability 

during test preparation: a 

trained and knowledgeable 

cyber analyst could gain 

access to the missile 

guidance software.ò (p. 107)



DSB Report:  ñThe DoD should expect cyber

attacks to be part of all conflicts in the future, 

and should not expect competitors to play by

our version of the rulesò(p.5)

Why the Big Deal?

Decision Type Memorandum 

17-001, dated 1-11-17:

ñResponsibility for 

cybersecurity extends to     

all members of the 

acquisition workforce.ò

A BIG DEAL for Testers!
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The DoD CIO updated 

several 8500-series 

publications to transition 

from information 

assurance (IA) to 

Cybersecurity. 

Not Cyber Security!

These policies employ     

a more holistic, adaptive, 

resilient and dynamic 

approach to implement 

cybersecurity across   

the full spectrum of IT 

and cyber operations.

Both revised March 2014

Prior Versions

DoDD 8500.01E, DoDI 8500.2

DoDI 8510.01

Updated Versions

DoDI 8500.01, DoDI 8510.01

Information Assurance (IA)

Mission Assurance Cat. (MAC) 

Confidentiality Level (CL)

DoD Specific IA Definitions

DoD IA Controls

Cybersecurity

Security Objective: Confidentiality, 

Integrity, Availability

Impact Value: Low/Mod/High 

CNSSI 4009 Glossary of Terms

CNSSI 1253 - Categorizes  

Systems to Select NIST SP 

800-53 Security Controls

Joint 

Task Force 

Transformation 

Initiative

C&A Process Risk Management Framework

DODI 8500.01: Cybersecurity

RMF

Use current / correct terms



OSD
Website
Provides
Current

deadlines

DODI 8510.01: RMF

AO



OSD Websiteé the RMF Timeline

Completed DIACAP Package 
Submitted to AO for Signature ATO Date MaximumDuration of ATO under 

DIACAP

Present 
through May 31, 2015 

Determined by AO 
Signature Date

2.5 years from AO signaturedate

June 1, 2015 through February 1, 
2016 

2 years from AO signature date

February 2, 2016 through October 
1, 2016 

1.5 years from AO signaturedate

Authorizing Officials (AOs)
are responsible for their

portfolio(s) timeline

(Apr 1, 2018)

(Nov 30, 2017)

(Feb 1, 2018)

Your RMF transition plan?
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Å DODI 5000.02, dated Feb 2, 2017 ïcontains new Enclosure 14: 

Cybersecurity in the Defense Acquisition System

ï 2. Cybersecurity Risks. ñProgram Managers (PM) pay attention to:

a. Government Program Organization. 

b. ContractorOrganizations. ñPoor cybersecurity practices, 

untrained personnel, undetected malicious insiders,é incorrect 

classification of informationé disseminationé control, andé 

network security can be used by threat actorséò

c. Software and Hardware.

d. System Interfaces.

e. Enabling and Support Equipment, Systems, and Facilities.  

Test equipment,é training systems                                              

can be used by threat actorsò

DODI 5000.02: The PM

Review the Architectures! 



T&E Management Guide:  ñIn preparation for 

DT and OT, the test agencies shouldé         
verify the test and security architecture is 

representative of the operational                    

and system viewsé  Identify 

discrepancies between the test 

architecture and documented 

[architecture] views.ò (p. 254 ï255)

Architectures

ÅDOT&E FY16 Annual Report: 

ñProgram offices and operational 

test agencies need to place greater 

emphasis on the following areas:

ïDevelopment and documentation 

of complete system architectures 



Å DODI 5000.02, dated Feb 2, 2017 ïcontains a new Enclosure 14: 

Cybersecurity in the Defense Acquisition System

ï 3.b. Design for Cyber Threat Environments. ñIn order to design, 

develop, and acquire systems that can operate in applicable cyber 

threat environments, PMswillé    

ï 1.b. Program Manager (PM) Responsibilities. ñPMsé                   

are responsible for the cybersecurity of their programs, systems, 

and information. This responsibility starts from the earliest 

exploratory phases of a program ...through all phases of the 

acquisition. Acquisition activities include system 

concept trades, design, development, 

Test & Evaluation (T&E), production,                                            

fielding, sustainment and disposal.ò

DODI 5000.02: The PM

PMs canôt do this alone!
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Å DODI 5000.02, dated Feb 2, 2017 ïcontains Enclosure 14: 

Cybersecurity in the Defense Acquisition System

ï (2)(b) Identify digitized T&E data that will contribute to 

assessing progress toward achievingérequirements. The T&E 

strategy should include explicit cybersecurity requirements, 

but also all key interfaces. Determine avenues and means by 

which the system may be exploited for cyber-attack 

and use this information to design T&E activities                    

and scenarios.ò

ï 3.b(2)(c) Collaborate with Authorizing Officials (AOs)é          

from program inception and throughout the life cycle.ò

ï Cyber Table Top (CTT) help available

DODI 5000.02: T&E Personnel

Use DASD/ DT&Eôs CTT



Å DODI 5000.02, dated Feb 2, 2017 ïcontains Enclosure 14: 

Cybersecurity in the Defense Acquisition System

ï 3.b(13) Plan for cybersecurity T&E in order to identify and 

eliminate as many cybersecurity shortfalls as early as possible...  

Beginning early, before Milestone A, work closely with the Chief 

Developmental Tester as well as the T&E WIPTto planéand 

conduct cybersecurity T&E.  Cybersecurity T&E spans the entire 

material life cycle of the programé T&E activities should be 

planned for and documented in the Test & Evaluation Master Plan

Å DODI 8510.01: ñThe Interim Authorization to Test (IATT)é                 

granted only when operational environment or live data is required 

[for DT&E] test objectives,éand should                                         

expire at the completion of testing.ò

DODI 5000.02: T&E Personnel

AO signs/ approves IATTs 



Civil Engineering AO
Mr. Edwin Oshiba

LVC/OTI AO
Mr. William MacLure

Washington DC

DT&E Systems AO
Eileen Bjorkman

Peterson AFB CO

Eglin AFB FL

Weapons AO

Wright-Patterson 
AFB OH

Aircraft AO
Mr. Mitch Miller(act)

AF Enterprise and    
NC3 (Space) AO

MG Stephen Whiting

Industrial Depot AO
Mr. Kevin Stamey

Tinker AFB OK

Science & Tech AO
Charles Ebersole

SAP AO
Mr. Joseph Williams

Finance AO
Ms. Shirley Reed

Cyber Crime CtrAO
Mr. Stephen Shirley

Linthicum
MD

Randolph AFB TX

AETC RDT&E AO
MG Mark Brown

Nuclear (non-NC3) AO
Mr. Joseph Oder

Kirtland AFB NM

AFOTEC AO
Mr. William Redmond

Hanscom

AFB MA 

Rapid Cyber and
Cmd& Control AO
Daniel Holtzman

Security Forces AO
Mr. David Beecroft

Colorado Springs

USAFA AO
LtG Michelle Johnson

As of April 2017 ea

Key Service AOs (USAF)

There are 21+

USAF AOs



Comm-ElectonicsAO
Mr. Gary Martin

Intel, EW & Sensor AO
MG Kirk Vollmecke

Sim, Trn& Inst AO
BG William Cole

Orlando FL

Log Innovation AO
Dr. Barbara Sotirin

Enterprise IS AO
Ms. Terry Watson

AT&E Command AO
Mr. Robert Miele

ChemBio Def AO
Mr. Douglas Bryce

Corps of EngrsAO
Mr. Gregory Garcia

Washington DC

Fort Belvoir VA

Ground Combat Systems AO
BG David Bassett

Combat Support AO
Mr. Scott Davis

Detroit
Arsenal MI

Director C4/Cyber
BG Welton Chase

Fort Gordon GA

Fort Bragg NC

Special Ops AO
Col Chris Eubank

Ammo AO
Mr. James Shields

Aberdeen MD

Picatinny Arsenal NJ

As of April 2017 ea

Network Enterprise 
Tech Command AO

MG John Baker

Ft Hauchuca AZ

Installation MgtAO
Mr. Joe, Capps

Redstone Arsenal

Medical Command AO
BG Jill Faris

San Antonio TX
Aviation AO

BG Thomas Todd III

Materiel Command AO
Dr. Ed Siomacco

Missiles & Space AO
Mr. Barry Pike

Key Service AOs (Army)

There are 52+

Army AOs



As of July 2017 ea

Navy AO (GIG)
Mr. Neal Miller

Norfolk VA

USMC Systems AO
Dr. Ray Letteer

Quantico VA

NAVAIR FAO
VADM P. Grosklags

Patuxent River MD

Washington DC

NAVFAC FAO
RADM Muilenburg

NAVSEA FAO
VADM Tom Moore

SSP (Strat Sys) FAO
VADM T. Benedict 

Special Comp Info AO
VADM Jan Tighe

Washington DC

Key Service AOs (Navy & USMC)

There is 1 USMC 

AO & 6+ Navy


