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Cyber Assessment Challenges Facing the Warfighter

• Many DoD Test and Evaluation groups assigned with the task of assessing their 
Weapons Systems have a major issue with the sheer quantity of platforms coupled 
with compressed timelines for completing

- These funding lines are targeted towards performing assessments now, not as much for 
specific tool development. Funding preferences will continue to go towards organizations with 
novel capabilities.

• DoD organizations charged with performing FME have been struggling with 
significant backlogs

- The time required to perform FME assessments is so long that often there are many years 
between system acquisition and initial FME efforts, and this backlog continues to grow

• DoD organizations charged with providing capabilities against new threat targets 
are finding that the threats are evolving at a pace exceeding assessment timelines
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Cyber-Physical System Vulnerability Assessment Timelines
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Meeting Future DoD Cyber Assessment Timelines 

• What can analysts do to rapidly improve the 
speed and effectiveness of the platform 
assessment process?
1. Skilled humans are excellent at providing deep insight 

and drilling deep to uncover specific fundamental 
vulnerabilities, however this manual analysis is time 
consuming and expensive

2. Many recent research approaches have concentrated 
on methods of full automation for specific analysis 
techniques. But even with intelligent approaches, 
often automatic testing generally uncovers shallow 
bugs, or the full potential solution space proves to be 
intractable for fully-automated analysis 

3. By combining the two approaches (e.g. augmenting 
human intelligence with machine analysis) we hope to 
provide a disruptive and highly efficient solution to 
the issue of scalability and effectiveness of 
assessments

• This talk will go through three examples of areas 
where machine assistance can be applied to the 
assessment process

System-level Functional Reasoning and Analysis

Automated Protocol Classification/Characterization

Vision-assisted 
Hardware AnalysisMachine-guided Dynamic 

Software Analysis

End Goal - Rapid Semi-automated Initial System Triage and Assessment

Static binary segmentation 
and analysis

Image Source (Drone): https://www.axiscadsolutions.com/portfolio-item/buzz/
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Automated Component Examination System
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Using embedded vision analytics to perform automated circuit board analysis
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Automated Component Examination System Motivation

• Currently, assessing devices at the PC Boards (PCB) 
level involves identifying components and how they 
connect to each other 
- These include through-hole and surface mount 

components, edge connectors, headers, JTAG pins, audio 
jacks, USB connectors, test pads, processors, etc

• Component analysis typically requires lots of manual 
information gathering (manuals, data sheets), 
IC/part identification
- This is a very tedious process taking one or more days per 

board in many cases

- For For

• Computer vision and machine learning techniques 
could be applied to significantly reduce the amount 
of time required to analyze a PCB

 

1 An integrated circuit, Manufacturer: PLX Technology, 

Part number: PCI9050-1, Date code: 2005 Week 28, Lot 

number: F0795 

2 Silk-screened R3 which indicates an adjacent resistor 

3 The resistor R3, (Brown + Black + Red + Gold) 

with value 1kOhm, 5%  

4 The same resistor installed in the opposite direction from 

R3 

5 K1 – indicating a relay 

6 The relay K1 

7 A diode as indicated by the label D6 

8 A band of surface mount capacitors as indicated by the 

labels C5 – C9 

9 An integrated circuit with illegible part marking and label 

U1 

10 Edge connector with label P1 

11 PCI connector (labeled P3) 

12 D-Sub connector (labeled P2) 
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Component Extraction Baseline ML Approach
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Machine Learning Challenges for Baseline Approach

• Unlike existing computer vision and ML tasks, this is a difficult challenge due to:

- Lack of data for even the same types of boards

- Variation
• Very high variation across boards, both in terms of board appearance and components

• Visual similarity vs type definition 

1. Looks similar but belongs to different type (e.g. capacitor, resistor, ferrite bead)

2. Looks different but belongs to same type (e.g. connectors)



9

Leveraging Human Interaction to Aide Algorithmic Performance

• Due to difficulty of classifying components with very little data (even unlabeled!), 
several approaches:

- Gather lots and lots of data – still might be hard to capture all variability

- Human-aided pipeline 

• Person annotates a few components, system automatically annotates the rest

• Leverage methods in one-shot 
learning

- Identification and attribute extraction 
will require a database and querying 
once the components are identified
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Human-Machine Cooperative Dynamic Vulnerability Discovery
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Leveraging dynamic symbolic execution engines to aide with directed fuzzing
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Human Analysis with Tool Assistance

• The complexity and sophistication of software requiring security analysis has 
increased exponentially in recent years

- Human-only (with tool assistance) manual analysis methods are increasingly unable to scale

• 2016 - DARPA Cyber Grand Challenge

- Switched analysis paradigm to fully-autonomous discovery, exploitation, and defense via Cyber 
Reasoning Systems

- However, during follow-on CTF events with human competitors, these fully autonomous CRSs 
were unable to outperform their human counterparts in most instances

• New methods seek to leverage the power of tooling for broad orchestration of 
analysis

- Human analysts can then direct, focus, or attack targeted areas
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Human-Machine Cooperative Dynamic Vulnerability Discovery

• Symbolic execution is a technique 
in program analysis in which certain 
inputs are substituted with symbolic 
values

- Special symbolic engines emulate, 
rather then execute, program flow

- Symbolic engines reason about values 
as algebraic symbols, following them 
as they propagate through program 
paths

- This can lead to exponential state 
explosion, which quickly kills 
memory and processing 
performance for non-trivial 
programs

The symbolic execution 
engine forks every time a 
branch that depends on a 

symbolic input is 
encountered 

Each fork collects a list of constraints that 
must hold for the execution path to be 

valid
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Human-Machine Cooperative Cyber Vulnerability Discovery

• To overcome the state explosion problem, dynamic symbolic execution (concolic
execution) can be used

- Combine traditional static symbolic execution with a concrete input

- When a conditional branch based on a symbolic value is encountered, instead of forking, look 
at the concrete input to show which path should be taken

• This technique can be used to greatly enhance the efficacy of fuzz testing

- Directly
• Determine constraints on symbolic inputs to reach various points in a program

• Invert constraints, and generate an input that exercises a new path

- Indirectly
• Improve fuzz testing by expanding potential program coverage

• Assist manual reverse engineers by providing them analysis and context for functions
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• Use human-in-the-loop dynamic 
symbolic fuzzing

- Machine provides a heat map of executed 
paths over many executions of the 
program

- Leverage human intuition regarding 
importance of different program paths

- Direct the fuzzer to focus on the important 
parts of a program

- The bulk of the work and time will still be 
spent by an automated  tool, but it will be 
made more efficient with a small amount 
of human time

Human-Machine Hybrid Implementation Approach
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Human-Machine Hybrid Implementation Approach

• Create a concolic fuzzing loop 
that allows human direction

- Symbolic engine maps 
addresses and inputs that will 
lead to them

- Inputs are divided into 
constrained bytes and free 
bytes

- The mutation engine mutates 
only the free bytes, allowing 
fuzzing of specific execution 
paths

Initial 
Seed

Mutation 
Engine

Behavior 
Analysis

Fuzzer

Symbolic 
Executor

Symbolic Input 
Store And Selection

Is Interesting?

Traditional Concolic Fuzzer

Traditional Branch Coverage Fuzzer

Human 
Direction

Constrained 
Bytes

Mutable Bytes
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Knowledge-based Automatic Risk Assessment
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Using automated pipelines to turn system documentation into first-order platform risk profile
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• Cyber table-top risk assessments of large-scale platforms and complex systems are a 
common tool for Platform stakeholders 

• These table-top exercises are largely informed by the availability of system documentation

- Documentation may be copious, and largely heterogeneous (words documents, PDFs, spreadsheets, 
schematics, etc)

• Natural Language Processing techniques can be leveraged to help extract information and 
help analysts understand system interconnectivity and information flow in order to help 
scope attack surface

• System modeling techniques can be leveraged to develop high-level models of these 
platforms, and cross-referenced with available vulnerability databases

Knowledge-based Automatic Risk Assessment
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• Representative components for a KARA implementation

- Natural Language Processing to analyze system documentation and extract connectivity relationships

- Modeling creates a representative connectivity and system model from NLP outputs

- Vulnerability Hypothesizer uses domain knowledge and cases representing vulnerabilities of similar systems to 
analyze the connectivity model, creating a vulnerability estimation.

Knowledge-based Automatic Risk Assessment (KARA)

Textual	Automated	Relationship	
Abstractor	(TARA)

Model	Construction	Reasoner	
(MCR)

Vulnerability	Checklist	Creator	
(VCC)

GATE	Pipeline	
Components

Graph	and	Network	
Construction	
Components

Graph	and	Network	
Analysis	Components

System
Connectivity	Model

Connectivity	
Relationship	Phrases

Document	
Corpus

Vulnerability	
Checklist



19

Document	
Reset

English	
Tokenizer

Sentence	
Splitter

Part-of-Speech	
Tagger

Noun	Phrase	
Chunker

Stemmer Gazetteer
Hyphen	Finder	

(JAPE)

Labeler	(JAPE) Phraser	(JAPE)
Acronym	Finder	

(JAPE)
Hyphen	
Exporter

Connection	
Phrase	Exporter

Found	
Gazetteer	List	
Collector

Natural Language Processing Pipeline (GATE)

• General Architecture of Text Engineering 
(GATE): GATE is an open source natural 
language processing package. 

• Uses a natural language processing 
“Pipeline” which will apply each of the NLP 
functions to the documents in an order 
specialized by the developer

• A named entity extractor to extract or 
highlight certain types of entities such as 
names, organizations, places and dates.  

• GATE is extended through the use of 

- domain-specific gazetteers

- Gate language for developing rules (JAPE) for 
specialized processing functions

- development of specialized modules using 
generalized software languages
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Feeding extracted components into Model Construction

GATE Performance

• NLP connectivity relationship extraction 
performed by GATE. Triples: 
(component, connector, component)

• Grammatical phrases are recognized 
with tags for subject, predicate, 
connector words

Ground-Truth Model

• Connectivity relationship triples manually 
tagged and extracted by humans

Output could be fed into an auto-router algorithm for 
visual familiarity 
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• Generated models can now 
be cross-analyzed with 
knowledge databases 

- e.g. National Vulnerability 
Database (NVD) for low-level 
component vulnerabilities

- Leverage ontology and 
mapping techniques to relate 
high-level component names 
(e.g. wifi) to potential low-
level matches (e.g. Intel 
AC8260)

• Platform assessors now 
have a rough estimation of 
a system’s susceptibility to 
exploitation based on solely 
on system documentation

Vulnerability Hypothesizer

Explicit Knowledge

Implicit Knowledge

Statistical Pattern 
Analysis

Expert Input

Vulnerability 
Databases

Case Feature 
Extractor

Inferred Knowledge

Case Library
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Thanks and Questions

• Additional thanks to these key contributors

- Dr. Elizabeth Whitaker, David Huggins, Ethan Trewhitt, Dr. Stephen Lee-Urban, Lee 
Dellenbaugh, Dr. Zsolt Kira, Jacob Ashmore*, Chia-Wen Kuo*, Yen-Chang Hsu*, Jin Ha, 
Kennon Bittick, Todd Fleming, Robert Fleming

*Student Researcher

QUESTIONS?


